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Is Red Team a Hero or Villain?
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Counter Terrorist (CT)
Side Takes of Defending

Blue Team
e Defence
* Capture The Flag

Red Team




NO service interruption
NO information stealing

ONLY senior management knows
NO operation team realize
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What Is The Difference?




Similarity

Digging out known vulnerablllty

Similar but
not the same
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Watering Hole Attacks
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Updates on SolarWinds, Impact, and Transparency

Vulnerability in Website Builder Exposes 700,000 sites
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Mobile Apps Reverse Engineering
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=[ metasploit v3.3.3-release [core:3.3 api:1.0]

+ -- --= =[ 481 exploits - 220 auxiliary
+ -=- --= =[ 192 payloads - 22 encoders - 8 nops

=[ svn r7957 updated (2009.12.23)

Warning: This copy of the Metasploit Framework was last updated
We recommend that you update the framework at least every other day
For information on updating your copy of Metasploit, please see:
http://dev.metasploit. com/redmine/projects/framework/wiki/Updatin
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Benefits of Red Team

Identifies the risk of key
business information assets
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