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國家隊
(Red Team)

Sangfor as 
National Team 
for Red Team 

Exercise

Since 2016

護網行動/护网行动/HW

In the past 6 
years



DSE 模擬考試 -唔考, 唔知分數高

模擬網絡攻擊 (Red Team)

無受攻擊, 唔知防守好

• Examination Procedure
• Examination Atmosphere
• Answering Question Technique



Counter Terrorist (CT) 
Side Takes of Defending

Terrorist (T) Side Takes 
an Aggressive Stance

Red Team
• Real hacker attack tactics

• Dig Out Vulnerabilities

• Attack on those vulnerabilities

Blue Team
• Defence

• Capture The Flag



• NO service interruption
• NO information stealing

• ONLY senior management knows
• NO operation team realize

Why?



Network

Application

Employee



Physical Security

Tailgating
- Pretend janitor
- Pretend air conditioner technician

Anonymous USB

Leave a malicious USB
- Once plugged in, connect back to Red 

Team Server
- A very typical tactics by auditor 



Employee

Social 
Engineering



Social Engineering

Shoulder Surfing

• Personal preference

• Company internal chat



Network



Application



What Is The Difference?



Similarity

Similar but 
not the same

Digging out known vulnerability



Red Team Exercise Penetration Test



Stealth



Supply 
Chain 
Attack

Watering Hole Attacks



Red Team
Exercise
5-Stages

Reconnaissance Initial Access

Lateral MovementExploit

Report

1 2

34

5



18

Reconnaissance

Sensitive Information

Mobile Apps Reverse EngineeringIP, port & vulnerability scanning



19

SQL Injection

Initial Access



20

SQL Injection

Lateral Movement 
& Exploit





Sangfor Technologies

Red Team Example

1st Tier 

Firewall

2nd Tier 

Firewall

Network 

Switch at 

DMZ Server 

Farm 

FirewallInternet

Server

Switch at 

internal 

LAN

SSL VPN 

Gateway User PC

1 2

3
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Benefits of Red Team

Real attacks under a controlled manner.
No impact

Identifies the risk of key 
business information assets

Assess ability



地球嘅Cyber Security 
就交俾你哋班後生啦!


